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The Role of Fraud Screening  
in Minimizing Failed Payments

January 2024 Cross-Border Sales and the Challenge of Failed Payments was 

produced in collaboration with Nuvei, and PYMNTS Intelligence 

is grateful for the company’s support and insight. PYMNTS 

Intelligence retains full editorial control over the following 

findings, methodology and data analysis. 
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Many eCommerce merchants in the United States focus 
heavily on international markets to drive revenue and 
growth. This puts a spotlight on cross-border payments, 
which experience much greater friction than domes-

tic transactions, leading to a severe impact on international sales. 
PYMNTS Intelligence estimates that failed cross-border payments 
cost U.S. merchants at least $3.8 billion in lost sales in 2023 alone.

WHAT’S AT STAKE

This study finds that more than 7 in 10 merchants cite elevated failed 
payment rates in cross-border transactions — and the challenges do 
not end there. Most merchants struggle to identify the root causes 
of these failed payments, while knock-on effects impact customer 
retention and increase staff workloads, compounding losses. These 
and other pain points underscore the need for merchants to work 
closely with their payment services providers (PSPs) to apply smooth 
and cost-effective cross-border payments solutions. 

These are just some of the findings detailed in Cross-Border Sales 
and Challenges of Failed Payments, a PYMNTS Intelligence and Nuvei 
collaboration. This edition examines the state of play for cross- 
border payments in U.S. eCommerce firms and draws on insights 
from a survey of 300 heads of payment or fraud departments from 
international companies that operate in eCommerce conducted from 
Aug. 10, 2023, to Aug. 31, 2023.

This is what we learned. 

of merchants struggle to identify the root 
causes of failed payments.

82%

of merchants reported higher failed 
payment rates in cross-border 
transactions than in domestic ones. 

72%
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GLOBAL EXPANSION 

Just over one-third of merchants surveyed derive more 
than half of their sales from international customers.

34% 
Share of merchants with a high  
cross-border focus

Key Findings    |    07

PAYMENT CHALLENGES 
Cross-border merchants face high failed  

payment rates and corresponding operational 
difficulties, highlighting the need for improved 

transaction reliability.

11%  
Average payment failure rate high 
cross-border focus merchants 
experienced

KEY FINDINGS
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ANTI-FRAUD TOOLKIT
Interest in fraud management tools is high across 
all merchants with international sales, regardless 
of their level of cross-border focus.

69% 
Share of merchants that express 
strong interest in innovative fraud 
management tools
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PAYMENTS RECOVERY 
High cross-border focus merchants are 
increasingly adopting automated payment 
recovery tools to address the complexities  
of international transactions.

55% 
Share of high cross-border  
focus merchants that used 
automatic retry solutions 
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High failure rates for  
cross-border payments put a brake 
on international sales.

International markets have a strong appeal. PYMNTS Intelligence sur-
veyed U.S. eCommerce firms that make at least some cross-border 
sales and found 34% have a high cross-border focus, meaning they 
derive more than half their sales from international customers. Forty- 
nine percent have a medium cross-border focus, with between 25% 
and 50% of their sales made to international customers, and the 
remaining 17% have a low cross-border focus, with international sales 
below 25%.

Smaller firms are the most likely to have a high cross-border focus: 
37% of companies generating between $100 million and $250 million 
in annual revenue fall into this category, versus between 29% and 34% 
for larger firms. Digital services merchants, meanwhile, are more likely 
than those selling physical goods to have a high cross-border focus, 
at 40% and 27%, respectively. This likely reflects the complexities 
of shipping, delivery and other logistical issues in the cross-border 
context. 

PYMNTS  
IN DEPTH

Merchants that sell to international 
markets face significant cross-border 
payment challenges, including high failed 
transaction rates.

10    |    Cross-Border Sales and the Challenge of Failed Payments
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FIGURE 1:	

Firms’ cross-border focus  
Share of firms in each cross-border sales persona, by demographic

FIGURE 2:	

Rates of failed payments  
Share of merchants citing the relative rate of failed payments, by demographic and  
payment type

Source: PYMNTS Intelligence 
Cross-Border Sales and the 
Challenge of Failed Pay-
ments, February 2024
N = 300: Whole sample, 
fielded Aug. 10, 2023 – Aug. 
31, 2023

Source: PYMNTS Intelligence 
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023
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Cross-border market expansion, however, brings additional chal-
lenges. Seventy-two percent of the merchants surveyed confront 
higher rates of failed payments with cross-border transactions than 
with domestic ones, with even higher rates among digital services 
providers and merchants with higher levels of revenue. The ubiquity 
of elevated failure rates for cross-border transactions underscores 
the importance of collaboration with PSPs to apply effective solu-
tions.
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U.S. merchants suffered at least  
$3.8 billion in lost revenue from  
failed cross-border payments  
in the last year.

Failed cross-border payments take a serious toll on interna-
tional companies: PYMNTS Intelligence estimates that this cost 
U.S. merchants at least $3.8 billion in sales in 2023 alone. Mer-
chants with a high cross-border focus experienced a higher 
average failure rate of 11.4%, compared to 10.1% for those with 
a low cross-border focus. The data suggests that failed pay-
ments are a somewhat more common problem for mid-sized 
and larger firms, with those in the $250 million to $500 million 
revenue bracket citing a 12.6% failure rate, for example. How-
ever, larger firms are also more likely to have the resources 
and experience to understand their own failed payments rates, 
while smaller firms may be underestimating theirs. 

14    |    Cross-Border Sales and the Challenge of Failed Payments

FIGURE 3:	

Rates of failed online payments 
Average share of online transactions resulting in failed payments over the last 12 months, 
by cross-border sales persona and demographic

Source: PYMNTS Intelligence
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023
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FIGURE 4:	

Operational challenges failed payments cause 
Share of firms citing select failed payment–related challenges experienced in the last 12 
months, by cross-border sales persona

Beyond lost sales, failed payments cause other 
serious pain points. For example, 82% of the mer-
chants included in our survey struggled to identify 
the causes of failed payments, with medium 
cross-border focus firms slightly more impacted. 
Other top reported headaches include customer 
recovery post-failed payments, cited by 67% of 
merchants; reputational damage, cited by 62%; 
and greater staff workloads, cited by 59%. These 
challenges disproportionately impact merchants 
with high and medium cross-border focus. For 
instance, the latter are 18 percentage points more 
likely to face customer recovery issues, at 74%, 
than their low cross-border focus counterparts, at 
56%.

Source: PYMNTS Intelligence
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023
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•	 Difficult to know what causes 
failed payments

•	 Difficult to recover customers 
who experienced failed 
payments

•	 Failed payments compromise 
firm reputation

•	 Failed payments increase staff 
workload

•	 Failed payments are expensive 
to track and resolve

•	 Solutions to failed payments 
do not recover all the 
customers lost 

•	 Failed payments reduce profits 
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•	 The company uses insufficient 
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•	 Failed payments impact 
customer lifetime value
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Merchants increasingly adopt 
automated payment recovery 
solutions to tackle payment 
processing complexities in  
cross-border sales.

Merchants almost universally resort to email when payments 
fail, with 99% doing so, but they use other payments recov-
ery methods less consistently. Only 70% of the businesses 
surveyed contact their customers through their own apps 
or account portals, reflecting a missed opportunity among 
the remaining 30%. Twenty percent reach out by phone, an 
approach more common among those with a low cross- 
border focus, at 27%. Notably, 13% of firms simply cancel some 
orders — a costly practice that is much more common among 
high and medium cross-border focus firms, at 17% and 13%, 
than low cross-border ones, at just 5.8%.

© 2024 PYMNTS All Rights Reserved
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FIGURE 5:		

How merchants respond when payments fail 
Share of firms citing select actions they take if a customer’s payment is declined,  
by cross-border sales persona

Source: PYMNTS Intelligence  
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023
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The research finds that high cross-border focus 
merchants are significantly more likely to use 
solutions such as payment recovery software 
and automatic retry systems. Indeed, 55% of high 
cross-border focus firms utilized automatic retry 
solutions, far ahead of their low cross-border 
focus counterparts, at 40%. Similarly, 61% of high 
cross-border focus merchants employed payment 
recovery software, versus 54% for low cross- 
border focus firms. These rates are relatively low 
and may reflect a lack of PSP collaboration and 
application of failed payments recovery solutions 
— even among firms with high cross-border focus, 
where failed payments are especially impactful.

FIGURE 6:		

Failed payment recovery solutions 
Share of firms citing select solutions the company used to recover failed payments in online 
sales transactions in the last 12 months, by cross-border sales persona

Source: PYMNTS Intelligence  
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023

Customer  
service  

outreach

71.7%
70.3%
74.8%
65.4%

Payment  
recovery  
software

55.0%
61.4%
51.0%
53.8%

Automatic  
retry

47.3%
55.4%
44.2%
40.4%

Card account  
updater

21.3%
21.8%
19.7%
25.0%

Collections

5.3%
3.0%
6.1%
7.7%

Have not  
used any  
solutions

3.0%
3.0%
3.4%
1.9%

0%

Sample Medium cross-border 
focus

High cross-border 
focus

Low cross-border 
focus

PYMNTS in Depth    |    21



22    |    Cross-Border Sales and the Challenge of Failed Payments

© 2024 PYMNTS All Rights Reserved

PYMNTS in Depth    |    23

Most merchants are highly  
interested in innovative fraud  
management tools.

FIGURE 7:		

Interest in innovating chargeback and friendly fraud solutions 
Share of firms citing their interest in innovating solutions to combat chargeback or friendly 
fraud in the next 12 months, by demographic 

Source: PYMNTS Intelligence  
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023

Merchants are eager to implement new tools and strategies to 
combat fraud. The survey shows that 69% of firms have strong 
interest in innovating solutions for friendly fraud — fraud con-
ducted by customers — and chargeback fraud, while only 5% 
express little or no interest. Notably, businesses selling phys-
ical goods have a substantially greater appetite for this than 
those in the digital services space, at 75% and 64%, respec-
tively. The data also reveals that merchants with medium or 
high cross-border focus demonstrate greater interest than their 
low cross-border focus peers. 
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FIGURE 8:		

Anti-fraud innovation benefits 
Share of firms citing select benefits that the company would obtain by innovating tools or 
technologies to combat fraud, by cross-border sales persona

Source: PYMNTS Intelligence  
Cross-Border Sales and the Challenge of Failed Payments, February 2024

N = 300: Whole sample, fielded Aug. 10, 2023 – Aug. 31, 2023

© 2024 PYMNTS All Rights Reserved

24    |    Cross-Border Sales and the Challenge of Failed Payments

When asked to pinpoint the potential benefits of 
these innovative solutions, merchants primarily 
cited enhanced customer satisfaction and more 
effective cybersecurity. Specifically, 82% of high 
cross-border focus and 83% of medium-focus 
merchants cited enhanced customer satis-
faction more than any other reason, with 21% 
naming it the top advantage. Cybersecurity fol-
lowed closely, at 74% for high cross-border focus 
firms and 80% for their medium cross-border 
counterparts.
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fraudulent transactions
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fraud more effectivly

•	 Better compliance with local 
or international regulatory 
requirements

•	 Make the system better able  
to integrate with new solutions 
to combat fraud
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ACTIONABLE   
INSIGHTS

To mitigate higher 
failed-payment rates 
in cross-border sales, 
merchants, especially 
smaller firms and digi-
tal services companies, 
should strengthen 
their collaboration with 
their PSPs. These part-
nerships can provide 
access to advanced 
tools and expertise that 
facilitate efficient and 
reliable cross-border 
transactions.

01
Cross-border merchants 
confronting signifi-
cant financial losses 
from failed payments 
should leverage PSP 
partnerships for trans-
action analytics to help 
identify root causes of 
cross-border payment 
failures. Strategic use 
of this data can lead to 
more reliable transaction 
experiences and targeted 
customer communi-
cation strategies when 
payments do fail.

02
It is important for 
merchants with an inter-
national focus to work 
closely with their PSPs to 
adopt and innovate fraud 
management tools that 
balance enhanced cus-
tomer experiences with 
improved cybersecurity 
measures. These part-
nerships can also offer 
tailored solutions that 
help navigate compliance 
with varying cross- 
border regulatory stan-
dards.

04
Merchants with high 
cross-border focus should 
increasingly adopt auto-
mated payment recovery 
strategies, collaborating 
with PSPs to ensure these 
solutions are integrated 
effectively. Focusing on 
innovative technologies such 
as artificial intelligence–
driven payment processing 
and real-time transaction 
analysis can help ensure the 
complexities of cross- 
border sales are handled 
rapidly and consistently.

03
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